Sr Audit Analyst, Info & Cyber Security Risk Mgmt

Molina Healthcare
Job Location: Several Locations
Full Time/Days

JOB SUMMARY

This position will execute the Information and Cybersecurity Risk Management programs, concentrating on internal and
third-party risk assessments and audits. Assessment and compliance activities include validating controls in the IT
department, managing risk findings, and verifying their remediation. Must have excellent written and verbal
communication skills and a strong understanding of IT risks, cloud security, application systems security, and third-party
security. Must be results-oriented with the ability to collaborate with multiple process owners and stakeholders
simultaneously.

DUTIES AND RESPONSIBILITIES

Lead, plan, and conduct periodic cyber and information security risk assessments and audits of third parties
enterprise-wide.

Identify, assess, and document cybersecurity risks for Molina and its suppliers.

Partner with internal and external auditors to facilitate compliance audits and mitigate findings.

Manage documentation (e.g., requesting, reviewing, preparing) for regulatory and compliance audits &
assessments.

Ensure compliance with applicable regulations (e.g., HIPAA, NYS DFS) and industry standards (e.g., NIST).
Develop and maintain security policies, plans, charters, standards, and procedures.

Promote security awareness through communication, training, and documentation.

Develop and maintain dashboards to manage and communicate risk to relevant stakeholders.

Develop and monitor metrics and prepare reports for senior management.

Monitor the inventory for vendors and suppliers.

Identify risks and recommend process improvements in the third-party risk management and supply chain
program.

Build strong partnerships and collaborate with cross-functional teams.

Lead and execute third-party risk mitigation strategies and corrective action plans.

Monitor and manage third-party risks using GRC and security tools.

Stay current on developments in the industry and within the company.

QUALIFICATIONS

Bachelor’s degree in Information Systems/Security, Computer Science, Cybersecurity, or related field.

Minimum 5 years relevant experience in cybersecurity with a focus on governance, risk and compliance.
Professional certification(s) such as Certified Information Systems Auditor (CISA), Certified Information Systems
Security Professional (CISSP), or Certified in Risk and Information Systems Control (CRISC) required.

Adaptable to fast-changing environments and comfortable with ambiguity.

Excellent verbal, written, and interpersonal skills.

Big 4 or consulting experience.

Strong proficiency in regulations and industry frameworks (e.g., HIPAA, NIST, HITRUST)

Experience with GRC and security performance monitoring tools (e.g., Lockpath, ServiceNow, Prevalent, BitSight).
Ability to travel approximately 10%

FOR MORE INFORMATION/TO APPLY
https://careers.molinahealthcare.com/job/arizona/sr-audit-analyst-info-and-cyber-security-risk-

mgmt/21726/77437337040
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